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Icon  Threat  Icon  Capability  Security Solutions  

Application Security 
Appliance (ASA))  

  

Attacks using worms, viruses, or 
other techniques.  

  

Intrusion Prevention 
System (IPS) 

Cisco Secure Firewall 
(Firepower Threat Defense 
(FTD)) 

  

Malware distribution across 
networks or between servers and 
devices.  

  

Network  Anti - Malware  Cisco Secure Firewall 
(Firepower Threat Defense 
(FTD)) 

Application Security 
Appliance (ASA))  

  

Attack tools hiding in permitted 
applications.  

  

Application Visibility 
Control (AVC)  

Cisco Secure Firewall 
(Firepower Threat  Defense 
(FTD)) 

  

Attacks against poorly developed 
applications and web 
vulnerabilities.  

  

Web Application Firewall 
(WAF) 

Cisco Secure Application 
Delivery Controller (Radware 
Alteon WAF)  

  

Theft of unencrypted traffic.  

  

TLS Encryption Offload  Cisco  Secure Application 
Delivery Controller (Radware 
Alteon)  

  

Attackers or malicious users 
accessing restricted information.  

  

Identity/Authorization  Cisco Identity Services 
Engine (ISE) 

Cisco Secure Access by Duo  

Solution Architecture 
Developing a defense - in- depth architecture requires identifying existing threats and applying appropriate 
security capabilities to thwart them.  

The two business flows defined earlier are shown with the necessary security capabilities.  




















































































































