	Programmability Configuration Guide, Cisco IOS XE Amsterdam 17.1.x
	Full Cisco Trademarks with Software License
	Contents
	New and Changed Information
	New and Changed Feature Information

	Provisioning
	Zero-Touch Provisioning
	Restrictions for Zero-Touch Provisioning
	Information About Zero-Touch Provisioning
	Zero-Touch Provisioning Overview
	DHCP Server Configuration for Zero-Touch Provisioning
	DHCPv6 Support

	Sample Zero-Touch Provisioning Configurations
	Sample DHCP Server Configuration on a Management Port Using TFTP Copy
	Sample DHCP Server Configuration on a Management Port Using HTTP Copy
	Sample DHCP Server Configuration on an In-Band Port Using TFTP Copy
	Sample DHCP Server Configuration on an In-Band Port Using HTTP Copy
	Sample DHCP Server Configuration on a Linux Ubuntu Device
	Sample DHCPv6 Server Configuration on a Management Port Using TFTP Copy
	Sample Python Provisioning Script
	Boot Log for Cisco 4000 Series Integrated Services Routers
	Boot Log for Cisco Catalyst 9000 Series Switches

	Feature Information for Zero-Touch Provisioning

	iPXE
	Information About iPXE
	About iPXE
	iPXE Overview
	IPv6 iPXE Network Boot
	IPv6 Address Assignment in Rommon Mode
	Supported ROMMON Variables
	iPXE-Supported DHCP Options
	DHCPv6 Unique Identifiers

	How to Configure iPXE
	Configuring iPXE
	Configuring Device Boot

	Configuration Examples for iPXE
	Example: iPXE Configuration
	Sample iPXE Boot Logs
	Sample DHCPv6 Server Configuration for iPXE

	Troubleshooting Tips for iPXE
	Additional References for iPXE
	Feature Information for iPXE


	Shells and Scripting
	Guest Shell
	Restrictions for Guest Shell
	Information About the Guest Shell
	Guest Shell Overview
	Guest Shell Software Requirements
	Guest Shell Security
	Hardware Requirements for the Guest Shell
	Guest Shell Storage Requirements
	Enabling and Running the Guest Shell
	Disabling and Destroying the Guest Shell
	Accessing Guest Shell on a Device
	Accessing Guest Shell Through the Management Port
	Stacking with Guest Shell
	Day Zero Guest Shell Provisioning Using Front-Panel Port or Fiber Uplink

	Cisco IOx Overview
	IOx Tracing and Logging Overview
	IOXMAN Structure
	Logging and Tracing System Flow
	Logging and Tracing of Messages

	How to Enable the Guest Shell
	Managing IOx
	Managing the Guest Shell
	Managing the Guest Shell Using Application Hosting
	Configuring the AppGigabitEthernet Interface for Guest Shell
	Enabling Guest Shell on the Management Interface
	Accessing the Python Interpreter

	Configuration Examples for the Guest Shell
	Example: Managing the Guest Shell
	Sample VirtualPortGroup Configuration
	Example: Configuring the AppGigabitEthernet Interface for Guest Shell
	Example: Enabling Guest Shell on the Management Interface
	Example: Guest Shell Usage
	Example: Guest Shell Networking Configuration
	Sample DNS Configuration for Guest Shell
	Example: Configuring Proxy Environment Variables
	Example: Configuring Yum and PIP for Proxy Settings


	Additional References for Guest Shell
	Feature Information for Guest Shell

	Python API
	Using Python
	Cisco Python Module
	Cisco Python Module to Execute IOS CLI Commands


	CLI Python Module
	Information About Python CLI Module
	About Python
	Python Scripts Overview
	Interactive Python Prompt
	Python Script

	Supported Python Versions
	Updating the Cisco CLI Python Module

	Additional References for the CLI Python Module
	Feature Information for the CLI Python Module

	EEM Python Module
	Prerequisites for the EEM Python Module
	Information About EEM Python Module
	Python Scripting in EEM
	EEM Python Package
	Python-Supported EEM Actions
	EEM Variables
	EEM CLI Library Command Extensions

	How to Configure the EEM Python Policy
	Registering a Python Policy
	Running Python Scripts as Part of EEM Applet Actions
	Adding a Python Script in an EEM Applet

	Additional References EEM Python Module
	Feature Information for EEM Python Module


	Model-Driven Programmability
	NETCONF Protocol
	Information About the NETCONF Protocol
	Introduction to Data Models - Programmatic and Standards-Based Configuration
	NETCONF
	NETCONF RESTCONF IPv6 Support
	NETCONF Global Session Lock
	NETCONF Kill Session
	NETCONF-YANG SSH Server Support
	Candidate Configuration Support
	NETCONF Operations on Candidate
	Confirmed Candidate Configuration Commit
	Candidate Support Configuration


	How to Configure the NETCONF Protocol
	Providing Privilege Access to Use NETCONF
	Configuring NETCONF-YANG
	Configuring NETCONF Options
	Configuring SNMP

	Configuring the SSH Server to Perform RSA-Based User Authentication

	Verifying the NETCONF Protocol Configuration
	Additional References for NETCONF Protocol
	Feature Information for NETCONF Protocol

	RESTCONF Protocol
	Prerequisites for the RESTCONF Protocol
	Restrictions for the RESTCONF Protocol
	Information About the RESTCONF Protocol
	Overview of RESTCONF
	HTTPs Methods
	RESTCONF Root Resource
	RESTCONF API Resource
	Methods
	RESTCONF YANG-Patch Support

	How to Configure the RESTCONF Protocol
	Authentication of NETCONF/RESTCONF Using AAA
	Enabling Cisco IOS HTTP Services for RESTCONF
	Verifying RESTCONF Configuration

	Configuration Examples for the RESTCONF Protocol
	Example: Configuring the RESTCONF Protocol

	Additional References for the RESTCONF Protocol
	Feature Information for the RESTCONF Protocol

	NETCONF and RESTCONF Service-Level ACLs
	Information About NETCONF and RESTCONF Service-Level ACLs
	Overview of NETCONF and RESTCONF Service-Level ACLs

	How to Configure NETCONF and RESTCONF Service-Level ACLs
	Configuring an ACL for a NETCONF-YANG Session
	Configuring an ACL for a RESTCONF Session

	Configuration Examples for NETCONF and RESTCONF Service-Level ACLs
	Example: Configuring an ACL for a NETCONF Session
	Example: Configuring an ACL for a RESTCONF Session

	Additional References for NETCONF and RESTCONF Service-Level ACLs
	Feature Information for NETCONF and RESTCONF Service-Level ACLs

	gNMI Protocol
	Restrictions for the gNMI Protocol
	Information About the gNMI Protocol
	About GNMI
	JSON IETF Encoding for YANG Data Trees
	gNMI GET Request
	gNMI SetRequest
	gNMI Namespace
	gNMI Wildcards
	gNMI Username and Password Authentication
	gNMI Error Messages

	How to Enable the gNMI Protocol
	Creating Certs with OpenSSL on Linux
	Installing Certs on a Device
	Enabling gNMI in Insecure Mode
	Enabling gNMI in Secure Mode
	Connecting the gNMI Client

	Configuration Examples for the gNMI Protocol
	Example: Enabling the gNMI Protocol

	Additional References for the gNMI Protocol
	Feature Information for the gNMI Protocol

	Model Based AAA
	Model Based AAA
	Prerequisites for Model Based AAA
	Initial Operation
	Group Membership
	NACM Privilege Level Dependencies
	NACM Configuration Management and Persistance
	Resetting the NACM Configuration
	Sample NACM Configuration

	Additional References for Model Based AAA
	Feature Information for Model-Based AAA

	Model-Driven Telemetry
	Model-Driven Telemetry
	Prerequisites for Model-Driven Telemetry
	Restrictions for Model-Driven Telemetry
	Information About Model-Driven Telemetry
	Model-Driven Telemetry Overview
	Telemetry Roles
	Subscription Overview
	Dial-In and Dial-Out Model-Driven Telemetry
	Data Source Specifications
	Update Notifications
	Subscription Identifiers
	Subscription Management
	RPC Support in Telemetry
	Service gNMI

	Dynamic Subscription Management
	Creating Dynamic Subscriptions for NETCONF Dial-In
	Deleting Dynamic Subscriptions

	Configured Subscription Management
	Creating Configured Subscriptions
	Modifying Configured Subscriptions
	Deleting Configured Subscriptions


	Subscription Monitoring
	Streams
	The yang-push Stream
	X-Path Filter for yang-push
	Periodic Publication for yang-push
	On-Change Publication for yang-push

	The yang-notif-native Stream
	XPath Filter for yang-notif-native
	XPath Values and Corresponding Rates on Cisco Catalyst 9800 Wireless Controllers


	Transport Protocol
	NETCONF Protocol
	gRPC Protocol

	High Availability in Telemetry

	Sample Model-Driven Telemetry RPCs
	Managing Configured Subscriptions
	Configuring On-Change gRPC Subscriptions

	Receiving a Response Code
	Receiving Subscription Push Updates for NETCONF Dial-In
	Retrieving Subscription Details

	Additional References for Model-Driven Telemetry
	Feature Information for Model-Driven Telemetry


	In-Service Model Update
	Restrictions for In-Service Model Update
	Information About In-Service Model Update
	Overview of In-Service Model Updates
	Compatibility of In-Service Model Update Packages
	Update Package Naming Conventions
	Installing the Update Package
	Deactivating the Update Package
	Rollback of the Update Package

	How to Manage In-Service Model Update
	Managing the Update Package

	Configuration Examples for In-Service Model Updates
	Example: Managing an Update Package

	Feature Information for In-Service Model Update


	Application Hosting
	Application Hosting
	Restrictions for Application Hosting
	Information About Application Hosting
	Need for Application Hosting
	Cisco IOx Overview
	Application Hosting Overview
	Application Hosting on Cisco Catalyst 9300 Series Switches
	Application Hosting on Cisco Catalyst 9400 Series Switches
	Application Hosting on Front-Panel Trunk and VLAN Ports
	Supported Network Types
	Virtual Network Interface Card

	How to Configure Application Hosting
	Enabling Cisco IOx
	Configuring Application Hosting on Front-Panel VLAN Ports
	Configuring Application Hosting on Front-Panel Trunk Ports
	Starting an Application in Configuration Mode
	Lifecycle of an Application
	Configuring Docker Run Time Options
	Configuring a Static IP Address in a Container
	Configuring Application Hosting on the Management Port
	Manually Configuring the IP Address for an Application
	Overriding App Resource Configuration

	Verifying the Application-Hosting Configuration
	Configuration Examples for Application Hosting
	Example: Enabling Cisco IOx
	Example: Configuring Application Hosting on Front-Panel VLAN Ports
	Example: Configuring Application Hosting on Front-Panel Trunk Ports
	Example: Starting an Application
	Example: Lifecycle for an Application
	Example: Configuring Docker Run Time Options
	Example: Configuring a Static IP Address in a Container
	Example: Configuring Application Hosting on the Management Port
	Example: Overriding App Resource Configuration

	Additional References
	Feature Information for Application Hosting


	OpenFlow
	OpenFlow
	Prerequisites for OpenFlow
	Restrictions for OpenFlow
	Information About OpenFlow
	OpenFlow Overview
	OpenFlow Controller
	Flow Management
	OpenFlow Pipeline
	Supported Match Fields and Actions
	Flow Operations
	OpenFlow Table Pipeline
	OpenFlow Power over Ethernet

	How to Configure OpenFlow
	Enabling OpenFlow Mode on a Device
	Configuring OpenFlow
	Configuring an Interface in OpenFlow Mode

	Verifying OpenFlow
	Configuration Examples for OpenFlow
	Example: Enabling OpenFlow on a Device
	Example: Configuring OpenFlow

	Additional References
	Feature Information for OpenFlow



